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Summary

This document presents different results that identify fundamental limits of the approach
taken by FIREMAN project. Specifically, we have analyzed how pervasive edge computing
paradigm — in contrast to cloud computing — may support the deployment of industrial loT
(lloT), which is the basis of FIREMAN. In fact, we have identified the key bottlenecks that
may indicate what is the best lloT solution to be considered for the specific cases, including
the test cases in Work Package (WP) 6 and providing a theoretical limitation of what can
be done. In addition, we have presented a brief discussion about explainability of machine
learning algorithms, which is important to any industrial solution; this is an ongoing work that
will be further developed in WP5. We have also presented limitations of data imputation and
alarm classification and their limitations, both related to the research carried out in WP3 and
WP4. The research is performed within the context of the EU CHIST-ERA project FIREMAN
(grant CHIST-ERA-17-BDSI-003).
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1 Introduction

1.1 Objective of the document

The goal of this document is to present the fundamental limitations of different solutions
used by FIREMAN in different WPs. We have presented limitations from network architec-
ture side, considering the advantages and promises of pervasive edge computing for industrial
systems. In addition, we have indicated our initial studies of the fundamental limits of explain-
ability of machine learning utilizing QARMA algorithm (studied in D2.3 and WP5). We have
also indicating how data imputation can be used to help to recover samples lost in wireless
communication transmissions and also in higher-level scenarios.
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2 Limitations and trade-off of industrial pervasive edge
computing based on loT

The term edge computing has already been widely used by the research and industrial
community alike. In this section, our aim is to explain why we denominate it as pervasive
edge computing and its importance for industrial environments considering the fundamental
trade-offs that determine its performance limits. These aspects are relevant to any specific
solution to be developed by FIREMAN following the framework developed in WP2. The full
analysis of pervasive edge computing is presented in [1].

2.1 What is pervasive edge computing?

The main idea behind the edge computing paradigm is to exploit the storage and computing
capabilities of different devices at (or near) the network edge. A natural question that arises
is what is an edge? Edge can be defined as any computing and networking resource, such
as a smart phone or a 5G base station, that lies between the data source and the “cloud”
(i.e., the core network). In other words, edge in this paper refers to the edge of the core
network including all the devices related to the radio access network. Since these (potential)
edge computing elements are widely spread, we denominate this architecture as pervasive edge
computing (PEC), and it also incorporates the more restrictive (or fuzzy) concepts of mobile
edge computing (MEC), edge servers, edge nodes, and fog network. Figure 1 illustrates the
process of PEC (which is decentralized with computational tasks distributed among the nodes
at the edge of the core network) and contrasts it with cloud computing (which is mainly
centralized with computational tasks being performed in the servers at the core network and
the Internet).

PEC is beneficial as it moves data processes away from centralized servers [2]. As a result,
some |loT applications do not need to send their data through the core network, avoiding
congestion and potentially high delays. Moreover, PEC can also pre-process data by filtering
during the acquisition phase, thereby improving the speed of data analysis and the decision-
making processes [3-5]. Local processing provided by PEC also helps to protect sensitive data
that are better processed on an edge device instead of sending to a cloud. Note that although
PEC provides significant benefits to IloT, cloud computing cannot be eliminated completely
because having a centralized location for the data storage and analysis still has many benefits
in different industrial applications. PEC is important for offloading some tasks from the core
network and also to fulfill strict latency requirements, but the remaining data may still have to
be sent to the cloud for processing because of its better processing capabilities. In the following
section, we will describe some of the tradeoffs of edge and cloud computing architectures.

2.2 Cloud versus pervasive edge computing: the key tradeoffs

The PEC paradigm has emerged not to replace conventional local and cloud computing
solutions, but to complement their capabilities. The truth is that PEC alone cannot provide a
universal solution that can tackle all issues of future networks. Instead, it comes with various
tradeoffs that need to be investigated and well understood. Cooperation among local, edge,
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Figure 1: Cloud versus Pervasive Edge Computing. (a) Typical cloud computing network
where the end devices, which sense their operation environments, forward the collected data
to the cloud through the communication network for further processing and inference. (b)
Typical pervasive edge computing network where the edge devices in the network proximity of
end devices process the collected data, and the cloud acts as a complementary processing and
storage unit.

and cloud computing will be essential to meet the diverse requirements of lloT. Therefore, it
is important to present a fundamental understanding of the benefits and drawbacks that can
be potentially provided by the two architecture paradigms, edge and cloud computing, which
are the basis of any data processing to be developed in FIREMAN. In what follows, we shed
light on the main tradeoffs of cloud computing and PEC solutions.

Latency: When PEC comes into play, the first benefit that one can think of is the
lower end-to-end latency that can be achieved. Indeed, as widely demonstrated [6-10], in
contrast to cloud computing, the distances that data packets need to travel are, in most
cases, shortened with edge servers installed closer to end-user applications; this can greatly
contribute to reducing latency. However, there are scenarios in which such a benefit might
not be attained. Latency does not depend only on the distance between the user and the
processing server. It also depends on other factors such as the computational complexity of
tasks, processing power of edge servers, and edge traffic. For instance, if the edge network
is congested, or if the time spent to process the offloaded computational tasks is too high, it
might be more advantageous to opt for some cloud computing solution. This tradeoff can be
visualized in Figure 2 that shows the latency versus the central processing unit (CPU) cycles
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Figure 2: System latency versus required CPU cycles per bit in wireless systems assisted by edge
and cloud computing (b = 1 Mbit, B** = 10 MHz B = 10 MHz, ~®¢ = 4% = 10 dB,
fEdge — 6 GHZ, fCIoud = 00, 7_Cloud —_ 100 ms)

required per bit offloaded by a single device in a wireless system assisted by either cloud or
PEC. This simple example is generated based on the system models proposed in [6,7], in which
the total edge computing latency can be represented by

b bC
Edge __
T - BEdge 1Og2(1 + ,yEdge) + fEdge ’ (1)

and the cloud computing latency by

TCIoud — b + bC
BCloud 10g2(1 + /yCIoud> fCIoud

+ TCIoud ’ (2)

where b is the total number of bits of the offloaded task; C'is the number of CPU cycles required
to compute one bit; B, B and &, < represent, respectively, the bandwidths and
signal-to-noise ratios (SNR) of the uplink channels between device and edge server and device
and cloud gateway; f*& and ¢ denote the CPU's clock frequency in the edge server and
cloud server, respectively; and 7 is a fixed latency due to the long distance between the
cloud gateway and the central cloud server. As shown in Figure 2, because cloud servers
dispose of abundant computational resources, we assume that f“¢ — oco. Consequently, the
latency in the system assisted by cloud computing is not affected when the task complexity
increases. On the other hand, the latency in the system assisted by PEC escalates with the
increase in the number of CPU cycles, i.e., when the computational complexity of the task
becomes high.

A dynamic mobile scenario is another example where it can be challenging to provide low
end-to-end latency. This is because mobile lloT devices might not always be able to fully use
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Figure 3: Required backhaul bandwidth versus number of edge servers for different values of
bEdse (D = 500 devices, 4" = 30 dB, T = 100 ms).

max

edge servers (which have a fixed location) in their vicinity. As proposed in [11], a solution
for this issue can be achieved by employing some multi-hop strategy so that the data can
reach the nearest server. However, such an approach also comes at the cost of increased
communication latency. In summary, to efficiently meet the latency requirements of different
lloT applications, factors such as task complexities, the processing power of servers, and the
network topology must be carefully taken into consideration when designing a PEC-assisted
network.

Backhaul bandwidth: To satisfactorily attend a massive number of connections via a
centralized cloud architecture, stringent bandwidth requirements in the backhaul lines are
needed. Otherwise, severe congestion and packet losses could occur, resulting in unstable and
unreliable cloud service provisioning. To alleviate such an issue, cloud providers will have to
make heavy investments in communication infrastructures, which can be financially unviable.
Fortunately, PEC offers cheaper efficient alternatives for reducing backhaul data traffic. By
distributing the computational workload among different edge servers, lower amounts of data
are required to be exchanged with the cloud. Edge data caching, data cleansing, and com-
pression are other efficient approaches for tackling the traffic issue [12-14]. A combination
of all these strategies can effectively relax the backhaul bandwidth requirements and decrease
the costs of communication infrastructure.

The simulation examples illustrated in Figure 3 show the potential benefits that the coop-
eration between cloud and PEC can provide to reduce the required backhaul bandwidth. In
these examples, we consider a scenario with D devices and N edge servers, in which the ith
device offloads b; bits to be computed in a cooperative manner by cloud and edge servers.
Specifically, bits are transmitted to the cloud server only when the sum of the tasks exceeds the
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N bEdge

i=1 U} mazr Where

combined computational capacity of the edge servers, i.e., when Zi’;l by > >

bfgfjx is the maximum number of bits that the jth edge server is able to process, in which,
for illustrative purposes, we assume bﬁff(fx = bQE’f,f;z = ... = b%ﬂ;x = bEd9e  With these

assumptions, we compute the required backhaul bandwidth by averaging 1 x 10° realizations
of the following formula

TBH ] 1+~BHY) > = max
gz (1+751) ’ (3)

D bi—Nbpes’ :
e {w—b if 2721 bz > NbEdge

0, otherwise,

where the number of bits b; is drawn from a uniform distribution between 100 kbit and 32 Mbit,
and v®" and T®" are, respectively, the backhaul SNR and the desired backhaul latency. These
results highlight the attractive capabilities of PEC to alleviate backhaul requirements. As
one can see, remarkable reductions in bandwidth are achieved when increasing the number of
edge servers. These savings become even more prominent when the processing power of edge
servers gets high, i.e., when bZ99 is increased.

Privacy and Security: Privacy and security issues are critical concerns that arise with
PEC-assisted systems [15-23]. The pervasive deployment of edge servers, geographically dis-
tributed and closer to the end users, can introduce numerous vulnerabilities to the network;
moreover, these vulnerabilities can be hard to track. Edge servers may have limited com-
putational capabilities and might lack physical protection, which creates a favorable scenario
for hacker invasions and eavesdropping [15]. On the other hand, the centralized architecture
of the cloud computing paradigm together with the high computational power of its cloud
servers enable the implementation of strong security measures, including sophisticated en-
cryption techniques and very safe physical infrastructures. As a result, in general, it is more
challenging to hack and to physically violate cloud servers [24].

Robustness to failures: One strong aspect of PEC is that it enables robustness to
failures. Due to the branch architecture of PEC, it becomes very hard to shut down the entire
network. For instance, if an electricity outage happens in a particular area of the grid, the PEC
services of other areas will continue to operate normally, unaffected. In contrast, if a given lloT
network relies solely on centralized cloud computing, when the electricity supply fails due to
any natural disaster happening in the cloud infrastructure, or the backhaul communication link
becomes unstable, the whole network will fail [25,26]. To exemplify the robustness of PEC, in
Figure 4, we show the outage probability curves experienced in two wireless systems assisted
by cloud and PEC. In the first system, we consider that one IloT device is assisted by only
cloud computing, in which the device transmits its data to a gateway, such as a base station,
that communicates with a central server through a wireless backhaul link with bandwidth B®".
In particular, we assume that the cloud-assisted lloT device experiences outage if the data rate
achieved in the backhaul link is less than its target rate, R***. On the other hand, the second
system is assisted by only PEC, where one lloT device offloads its data to /N edge servers
through N wireless links, each with bandwidth B, such that B*& < B®". Differently from
the first scenario, in this edge-assisted system, the lloT device faces outage only if the data
rates achieved in all IV links are less than R™*. For illustrative purposes, the SNR observed in

the backhaul link for the cloud-assisted system is defined by v®" = s

1
n

and for edge-assisted

Edge
system by ;% = M, where o, represents the noise variance, and h®" and h:*® denote,
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Figure 4. Qutage probability curves for wireless systems assisted by cloud and pervasive edge
computing considering different numbers of edge servers (B® = 2 MHz, B®& = 50 kHz,
Re=t = 5 Mbit/s).

respectively, the channel coefficients for backhaul link and for the nth edge link, which are
modeled by complex Gaussian random variables with zero mean and unit variance. Under
these definitions, the outage probability for the cloud-assisted system is calculated by

PCIoud — P[BBH 10g2(1 +f}/BH) < Rtarget]7 (4)

and for the edge-assisted system by

N
PEdee H P[BEdge 10g2(1 + ryEdge) < Rtarget]' (5)

n
n=1

As shown in Figure 4, even though the system assisted by cloud computing achieves the
best performance when the SNR is low, the one assisted by PEC becomes more robust in the
moderate to high SNR regime as the number of edge servers increases, outperforming the
cloud-assisted counterpart. These results provide a clear example of the tolerance to failures
of a PEC system. Nevertheless, despite the resiliency that PEC can provide to lloT, systemic
software failures can still happen, and this can result in a generalized network collapse, as
reported in [25,27,238].

Monetary cost: Cloud computing providers usually charge the costumers for data trans-
missions, storage, and computation services [29]. Therefore, if the number of transmissions
grows, if the amount of data that needs to be stored increases, or if computation tasks become
more complex (which is likely to happen in IloT), it can become excessively expensive to rely
only on cloud services [30]. On the other hand, by computing and caching data and tasks at
the edge, the PEC-assisted networks can decrease the traffic to cloud servers and effectively
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reduce the monetary costs with cloud services. However, note that even though PEC can
reduce the expenditure with cloud services, shifting to a pervasive decentralized architecture
can also lead to an increase in costs for the installation of new hardware and additional energy
consumption [31].

These tradeoffs show that the design of a PEC-assisted network should be optimized
based on the characteristics and requirements of each specific application. At the same time,
standardized flexible solutions, such as those offered by 5G (and beyond) communication
systems, are crucial for guaranteeing the heterogeneous quality of services of the future lloT,
making 5G a key enabler of PEC. These aspects should be taken into account when selecting
the most suitable loT platform for the specific computational tasks to be considered, following
the framework presented in D2.2 and D4.1.

2.3 Artificial Intelligence in PEC

loT devices are normally heterogeneous devices and difficult to coordinate. As a result, a
major challenge in PEC is the efficient resource co-ordination and communication between dif-
ferent types of heterogeneous edge devices, from computers equipped with graphical processing
units (GPUs) to smart phones with mobile processors to devices with just small single-board
computers like Raspberry Pi [32]. Secondly, edge devices have to coordinate with the cloud
under dynamic network conditions and different settings to ensure satisfactory application-level
performance. Several Al techniques have been proposed to meet these challenges. Among
them, deep learning (DL) is very promising due to its potential to create hybrid approaches
that combine cloud and PEC.

In this subsection, we first briefly present the recent status of DL research applied to PEC
before moving to our major focus, the relatively new concept of federated learning (FL). FL
is an extremely important technique that has a nearly symbiotic role with PEC for addressing
privacy issues. Privacy is a major concern with smart devices because of the need to interact
and share data with the cloud and third-party platforms. FL takes advantage of PEC to
maintain user privacy while performing the required computations efficiently, which can be
seen as advantageous for industrial scenarios.

2.3.1 Deep learning and applications to PEC

The application of DL at the network edge offers many improvements to PEC as DL and
PEC together can support numerous applications, including computer vision, smart surveil-
lance, natural language processing, network functions, virtual reality (VR) and augmented
reality (AR). In a recent paper, Chen et al. surveyed research literature at the confluence of
DL and PEC [32]. They highlighted that the researches so far have been based on three major
architectures: (1) centralized edge server-based architectures, where data from end devices
are sent to one or more edge servers for computation; (2) semi-distributed architectures in
which the computation is shared among end devices, edge servers, and the cloud via a joint
computation mechanism; and (3) distributed architectures based on on-device computations,
where deep neural networks are executed on the end device itself.

In the future, edge intelligence is expected to move DL implementations from the cloud to
the edge, forming the so-called edge DL [33,34]. Research into the industrial applications of
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Figure 5: (a) Traditional deep learning: end devices send their local data to a global server
that collects all data and performs the complete model training. (b) Federated learning: end
devices use local data to cooperatively train a local model and then send it to the global
server for aggregation. These steps are repeated in multiple rounds until a desirable accuracy
is achieved.

this convergence of DL and the edge is still nascent but is expected to increase significantly,
especially with the implementation of 5G. In [35], the authors proposed an edge computing-
based DL model that migrates the DL process from the cloud to the edge in an lloT network
using edge computing concepts. The DL model is optimized so that computational power
requirements are reduced. By deploying a testbed implementation with their proposed convo-
lutional neural network model and real-world lloT dataset, the authors showed that network
traffic overheads are reduced without compromising the classification accuracy.

In another study, a DL-based method was used to detect hazardous conditions in supermar-
kets, such as spilled liquids or fallen items on floors [36]. They showed that their lightweight
DL model can be deployed on edge devices for quick computations. Similar studies based on
intelligent visual recognition using DL implemented at the edge have been applied to industrial
electrical equipment [37], health monitoring [38], and flat surface texture inspection [39]. In
these cases, the more intensive computations for training are performed at the cloud while the
lighter classification tasks are distributed through the edges. This is the idea behind federated
learning, a recent innovation that is particularly relevant to the PEC paradigm.

2.3.2 Federated learning and applications to PEC

FL is a relatively recent ML paradigm that was motivated by the need to protect user
privacy. FL aims to train a centralized model using training data that are distributed over a
large number of client devices that themselves are a part of the training [40]. In other words,
FL differs from classical ML learning approaches such as DL in the fact that the model training
does not use a single processing device [41,42]. In FL, end devices use their local data to
cooperatively train an ML model (using ML techniques such as DL, support vector machines
(SVM), artificial neural networks (ANN), etc.) required by an FL server. They then send the
model updates to the FL server for aggregation. These steps are repeated in multiple rounds
until a desirable accuracy is achieved [43]. Figure 5 illustrates the difference between DL and
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FL. In general, FL involves the training of statistical models directly on remote devices, and it
is motivated by the need to maintain information privacy [44].

Such a decentralized approach facilitates collaborative complex ML techniques while guar-
anteeing that the data will remain in the personal devices, thereby preserving privacy. Note
that there is usually an underlying assumption that the data owners are honest: they use their
real private data to do the training and submit the true local models to the FL server. The
main advantages of the FL approach are as follows:

e Bandwidth efficiency: Less data is required to be transmitted to the cloud.
e Privacy: Raw (local) data need not be sent to the cloud any more.

e Low latency: Real-time decisions can be made locally instead of being made in the
cloud.

An important question in FL research is whether its performance is comparable to that of
traditional DL-based approaches for resource coordination. In [45], the authors examined this
question by employing FL for the joint allocation of communication and computing resources
by guiding the training of deep reinforcement learning agents. The loT devices in their model
harvested energy units from edge nodes and stored them in their energy queue. The authors
demonstrated that the fluctuation range of FL-based DL with respect to utility variation is
bigger than that from centralized training. Their results confirm that the performance of
FL-based DL training for computation offloading approaches the results from centralized DL
training.

The efficient utilization of limited computation and communication resources to increase
the optimal learning performance of different applications was examined in [46]. The authors
considered a typical edge computing architecture where the edge nodes are interconnected
with the remote cloud via network elements such as gateways and routers. The raw data
was collected and stored at multiple edge nodes and FL learning was performed. In the FL
approach in this work, the frequency of global aggregation was configurable; that is, it was
possible to aggregate at an interval of one or multiple local updates. Each local update con-
sumes computation resources and each global aggregation consumes communication resources
of the network. The amount of consumed resources may vary over time, and there is a com-
plex relationship among the frequency of global aggregation, the model training accuracy,
and resource consumption. This is a tradeoff between the model resource optimization and
precision. The authors in [46] analyzed the convergence bound of gradient-descent based FL
from a theoretical perspective and proposed a control algorithm that learns data distribution.
This algorithm was tested using real datasets both on a hardware prototype and simulated
environment.

Based on the distributed topology that characterizes the PEC paradigm, different architec-
tures are being considered to deploy FL techniques in order to improve the tradeoff between
energy consumption, computation capacity, and training capabilities of distributed learning
nodes connected by a customized communication network. For instance, in [47], a two-
stage FL algorithm was proposed for a collaborative scenario between user equipment (UE),
unmanned aerial vehicles (UAV)/ base stations (BS), and a heterogeneous computing plat-
form (HCP) to predict content caching. Here, an asynchronous weight updating method was
adopted to reduce the effects of redundant learning in FL.
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FL in PEC also increases the reliability and security for some critical applications such
as vehicular edge computing (VEC). VEC faces a major challenge that the accuracy of im-
age quality can decrease during the model aggregation. To address this, the authors in [48]
proposed a selective model aggregation exploiting a geometric model that illustrates the rela-
tionship between the object of interest and the camera in each vehicular agent. FL was used
to train image classification and to tackle the asymmetry caused by it, and a model selection
procedure was formulated as a two-dimensional contract theory problem. Then, the contract
problem was transformed into a problem that can be tracked by relaxing and simplifying the
complicated constraints. In [49], FL was applied to urban informatics tasks where the vehicular
network consisted of a macro base station, a number of road-side units, and moving vehicles.
The authors focused on three aspects: enhancing the privacy of the updated models in FL,
development of a new asynchronous FL architecture by leveraging distributed peer-to-peer up-
date schemes, and boosting the proposed FL process. The proposed FL method not only gave
higher accuracy than the compared methods such as convolution networks, GraphStar, and
text graph convolution networks, but it could also execute parallel local training; moreover,
increasing the number of data providers did not affect the accuracy.
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3 Explainability of Decisions of Other Algorithms by
QARMA Extracted Rules in the Limit

In this section, we will present our initial results of how Quantitative Association Rule
Mining Algorithm (QARMA,; introduced in D.2.3) can be utilized to explain the decisions
given by other algorithms. In particular, once the set of all “widest” rules that satisfy a
minimum support and confidence threshold criterion have been extracted from a dataset, they
can be used not only to form a rule-ensemble on their own right, but also to help explain
the decisions made by other classifiers, regardless of their type; in that respect, the extracted
rules can help make black-box type classifiers such as deep neural networks easier to explain,
or at least interpret. The idea is that whenever a classifier makes a decision on a new data
instance x, the rule set produced by QARMA can be searched to see if it contains any rules
that “justify” that decision; if so, then among all rules that are triggered by the data = and
have as consequent the same class y = w that the black-box classifier made, the one with
the highest confidence is proposed as the explanation for the classifier's decision (ties can be
broken according to the support of the highest confidence rules.)

As an example, assume a 2-hidden layer neural network is trained on an imaginary 2-
class (wy,wsy) dataset with 10 numeric attributes x1,...,210. On a new data instance d =
(dy,...d1o) the neural network replies with the answer w;. As long as QARMA was able to
extract any rule of the form:

Nzi€llyh]—y=w (6)

JjeSs

and it holds that Vj € S : d; € [l;, h;] (i.e. the rule’s antecedents are satisfied by the data
instance d, the QARMA rule set “explains” the neural network’s decision by the rule(s) (6).

An obvious question to ask then, is the following: under what circumstances, can the
QARMA produced rules guarantee to have an explanation for a decision made by another
classifier when the decision of that other classifier is the correct one? We answer this question
in the limit case of the simplest classification problem possible: the case of a 1-dimensional,
2-class classification problem where the patterns come from 2 distinct Gaussian distributions
N (p1,0?), and N (po, 0?) with the same variance and with corresponding probability density
functions (pdfs) ¢(z; s, 0%) centered around distinct means (without loss of generality, we
assume p; < p2), and cumulative distribution functions (cdfs) ¢;(z),7 = 1,2. See Figure 6.

For this simple problem, we derive the conditions under which the decision of an optimal
Bayesian classifier (which assigns a data point X to the class for which Pw;|X] is maximal)
will be explained by at least one rule extracted by QARMA. We assume that the dataset on
which QARMA is applied, is created by equi-sampling from the two classes, so that the priors
Plw;| are equal to 0.5. We also assume that the dataset was created without the introduction
of any bias during the sampling process. From such a dataset, the two widest (and only) rules
that should be extracted from the dataset are the following:

rir<c—y=wi, (7)
Te X > C =Y = wy, (8)

where ¢ is the unique solution to the equation ¢(c; u1, 0%) = ¢(c; iz, o2).
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Figure 6: Simple 2-class Classification Problem in 1D. Class w; pdf is the blue line, and class
wy pdf is the orange line.

Given that the QARMA guarantees that all and only the widest rules that hold on the
dataset with the required minimum support and confidence selected will be extracted [50], the
two rules in (7) and (8) will indeed be produced as long as the requested minimum support
and confidence are less than or equal to the values they are expected to hold with. The
expected support of the rules r;,i = 1,2 is simply supp(r1) = Ply = w1 N X < ] = ¢1(c)
and supp(rz) = Ply =ws N X > cf =1 — ¢(c).

Similarly, the expected confidence for rules r; and 5 are respectively:

_ Pl — _ 201(0)
COHf(T’l) = P[y = W1|X < C] = m, (9)
Py = _ 20
conf(ry) = Ply =ws|X > ] = 570 + 92’ (10)
where by &(-) we denote the complementary CDF of the distribution ¢(-) so that ¢;(-) =

1= il

From the above we have the following corollary.

Corollary: Given a sufficiently large 1-dimensional dataset D with patterns drawn without
any bias from two Gaussian distributions N (1, 0?), and N (uz,0?) , the rule set derived by
applying QARMA required to produce all widest rules that apply on D with minimum support
threshold s,, < ng}r%{supp(ri)} and minimum confidence threshold ¢,, < irg}%{conf(ri)} the

resulting rules will always contain a rule that is satisfied by an instance t and provides as
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consequent the same class as the decision of any classifier whose decision is in agreement with
that of the optimal Bayesian classifier on the dataset D.
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4 Feasibility study of dynamical systems for data impu-
tation tasks in industrial environments

4.1 Motivation

The fundamental problem of missing data reconstruction among sensor signals captured
from a physical process has been extensively studied in the literature. The most intuitive case
of imputation is scaffolded from interpolation techniques. Such an approach, albeit exploit-
ing temporal smoothness pertaining to a single data stream and resonating computational
efficiency, fails to incorporate information leveraged from correlations among different sensor
streams [51]. This cogently justifies the utilization of approaches based on singular value
decomposition (SVD) which aim to deduce linear correlations among measurement streams
and, thus, reconstruct missing values in a data stream from the remaining ones. By means
of iterative low-rank decomposition and data imputation, missing values can be inferred [52].
Nevertheless, such factorizations do not account for temporal smoothness. It is to be noted
that SVD-based schemes are characterized by an inherent inability to effectively address the
existence of invariances of low-rank embeddings in the data. Furthermore, perils which dete-
riorate their performance arise in the presence of transient content among the measurement
streams [53].

4.2 Dynamical Systems

In this context, and motivated by the intrinsic spatiotemporal cross-correlations among
measurement streams in industrial environments [51], we have studied the feasibility of inter-
pretable dynamical systems as the formal machinery for addressing the sensor data imputation
problem in the presence of non-linear and multi-scale spatiotemporal behavior of measurement
trajectories [54]. In particular, we investigate the behavior of hidden variable identification, de-
duction of dynamics, and imputation of potentially missing values, by exploiting spatiotemporal
correlations among sensor data streams.

The utilization of dynamical systems as an interpretable scheme for gaining insight into
the underlying industrial data dynamics stems from their ability to extract knowledge from
measurement data based on the spatiotemporal synergy among the respective trajectories. In
this context, three variants of dynamical systems are studied: 1) linear dynamical systems
(LDS), 2) switching linear dynamical systems (SLDS), and 3) recurrent switching linear dy-
namical systems (rSLDS). Each of the aforementioned systems can be graphically described
by a Dynamic Bayesian Network (DBN), as illustrated in Figure 7.

In the case of LDS, the dynamics governing the handled data are captured by latent
variables through linear mappings. The equations which describe LDS are shown in Egs. (11)
and (12), as follows

ht+1 = th + €h, €p N(O, A) i (11)
2z =Ghi+e,, e, ~N(0,%), (12)

where the former expresses temporal correlations among latent variables of measurement
streams and the latter captures spatial interactions among different measurements in the same
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Figure 7: Dynamic Bayesian Network for LDS (black), SLDS (black, blue), and rSLDS (black,
blue, red) [54].

time-step. Gaussian transition and observation noises are assumed, in order to account for the
inherent variation in observed and latent variables caused by sundry factors which cannot be
predicted from the deterministic transitions and emissions.

Based on the factorized form of Figure 7, the joint distribution of latent and observation
variables is expressed as

T-1 T
P ({he =}y ) = P () TT P (a0 T P el o). (13)
t=1 =1
The parameters which need to be estimated consist of the entries in linear mappings F
and G, as well as noise covariances A and Y. The latter are assumed to constitute diagonal
matrices. Term p (hyy1| he) in Eq. (13) can be expressed as

p (hest| he) o det (A) ™% x

1
exp <—§(ht+1 — th>TA71 (hﬂ_l — th)) . (14)

The remaining terms can be straightforwardly deduced. Learning parameters 6 =
{F,\,G,%} can be achieved by means of Expectation-Maximization algorithm [55] or in
a Bayesian framework using blocked Gibbs sampling by setting conjugate prior distributions
over all parameters [56]. Since it is plausible that measurement trajectories may not be suffi-
ciently summarized by a single LDS due to temporal structural changes, the use of SLDS which
switches among a predetermined number of LDS can be made [57]. Discrete latent variable
s¢ serves as the switching enabler for each respective LDS, which is now characterized by its
unique parameters Fy,, G, Ag,, and X,. It is common that parameter sharing pertaining to
emission matrix G5, and covariance matrix Y, among the different LDS is imposed. Finally,
SLDS is extended to rSLDS through the explicit incorporation of a dependence of discrete hid-
den variable s;; on continuous latent variable h;, which introduces non-Gaussian potentials
Yit41 (hey Se41) = D (Se41|he) with further implications in the sampling of hidden variables and
Bayesian parameter learning [58]. It should be stated that the increased expressive power of
SLDS and rSLDS comes with the cost of elevated computational complexity which may pose
a challenge for real-time applications.

The iterative scheme for missing measurement imputation employed in [54] is considered
for the following simulation experiments.
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4.3 Simulation Results

For the simulation setup, a power grid monitoring scenario is considered. A number of
deployed Phasor Measurement Units (PMUs), able to monitor the state of various grid com-
ponents, transmit their measurements to a Phasor Data Concentrator (PDC). Assuming an
underlying cellular topology for the support of time-critical communication, each PDC is co-
located with an associated base station (BS) and a closest BS association scheme is adopted.

Data collected by 6 PMUs as part of the EPFL Smart Grid project [59] are utilized as
input. From each PMU, we retain 3 measurement streams which correspond to three-phase
voltage magnitudes. For the simulation setup of the network topology, we consider a Poisson
Point Process (PPP) for the BSs and their co-located PDCs with intensity ),, while the
PMUs are randomly spread over the area until all PDCs are associated with at least one PMU,
i.e., to achieve traffic saturation conditions. Regarding resource allocation, a dedicated set
of uplink time-frequency slots has been considered for the PMU transmissions. The closed-
form expression for the PMU outage probability which models the occlusions attributed to the
imperfect sensor connectivity is derived in [60].

Two distinct simulation setups have been considered where missing data result from either
the lossy PMU wireless transmissions (resulting in data decoding failures at the PDC) or the
creation of synthetic occlusions due to a denial-of-service attack or hardware sensor failures. In
the latter, the measurement channels exhibiting consecutive dropouts or uniformly dispersed
missing data are selected at random. For all experiments, we have utilized the respective codes
which are provided in [61] and [62] for LDS, SLDS, and rSLDS. Each experiment was repeated
20 times and we averaged the achieved performance. Reported results stem from the best
average performance achieved by the union of the aforementioned dynamical systems in the
examined case scenarios. To quantify the quality of model fitting and data imputation, the
root mean squared error (RMSE) is employed as

. 1 .
RMSE ({zt,k, Zt’k}) = @ E (Zt,k — Zt,k)z- (15)
(t,k)eO

where 2,5, and 2, ;, pose a dual role; in the case of examining model fitting, they correspond to
the decoded measurements and predicted values by the dynamical model, respectively, at each
time-step ¢ where observed values exist, while for quantifying the quality of data imputation
they pertain to the ground truth of occluded values and the imputed values, respectively, at
each time-step t where missing values exist. Additional information related to hyperparameter
tuning is provided in [54].

Figure 8 illustrates the RMSE performance with respect to the SINR threshold 7;,. It can
be observed that the RMSE levels increase with increasing vy, as the aggregate interference
leads to significant signal degradation and results in a high number of PMU links in SINR
outage. Subsequently, the increased outage probability in the high 74, regime, impacts the
achieved RMSE and leads to degraded performance in the model fitting process. Figure 9
depicts the evolution of the RMSE performance for varying BS intensity \,. Note that each
PDC is considered to be co-located with its respective BS, therefore ), also represents the PDC
intensity. We observe that model fitting performance improves (i.e., the RMSE decreases) with
increasing A,. This can be intuitively explained as follows. When the BSs/PDCs are dense
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Figure 8: Model fitting performance for varying levels of SINR threshold 7y, (parameter set-
tings: \, = 2BS/km?, p = —60dBm, o> = —90dBm) [54].
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Figure 9: Model fitting performance for varying levels of BS intensity \, (parameter settings:
Yh = —8dBm, p = —60dBm, o? = —90dBm) [54].

enough, the distance between a generic PMU and its corresponding serving BS /PDC decreases,
resulting in higher quality of the received measurements and lower outage probability levels.
In contrast to the previous simulation setup, we now assume an ideal network configuration
with high data-decoding accuracy for the PMU transmissions. Synthetic dropouts can be made
by uniformly selecting space-time points for occlusion, which can be attributed to the effect
of denial-of-service or PMU hardware failures.
Figure 10 has been devised by conducting two types of experiments, investigating primarily
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Figure 10: Imputation performance for varying occlusion length [54].

the effect of ensuing occlusions: (a) we randomly opted for 1, 2, and 3 measurement streams
to exhibit consecutive missing values of varying length starting at a uniformly distributed
common point in time, and (b) we opted for all streams to simultaneously report missing
values. The visual assessment of Figure 10 suggests that reconstruction of missing values
in the case of experiment (a) does not suffer from the limitations imposed by potentially
unfavorable network configuration parameters. The imputation mechanism takes advantage
of spatiotemporal correlations based on the perfectly decoded measurement streams which are
consistent with the underlying physical process. Nevertheless, even under such ideal network
conditions, the recovery of missing data in experiment (b) suffers from the fact that in the
absence of any measurement stream for an extended period of time there is non-existent spatial
information in each time-step for the dynamical model to exploit. Moreover, the temporal
information is limited to the relatively distant time-steps with recorded measurement values.
Hence, the predicted values are mainly influenced by the outcome of linear interpolation from
the initial stage of data imputation process, showing significant mismatch with respect to the
ground truth values.

Extended simulation results on the feasibility of dynamical systems for data imputation
and detailed assessment under favorable and non-favorable network connectivity conditions
are provided in [54]. It can be deduced that when network parameters are such that significant
stream-wise distortions are present among the received measurement values, the utilized dy-
namical systems are not capable of capturing the underlying spatiotemporal interactions and,
thus, the validity of estimating missing values is curtailed.
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5 Alarm classification in Industrial loT applications

In this section, we introduce how rare alarms can be detected within loT applications.
In D4.1, we introduced the Coupled Markov Modulated Poisson Process (CMMPP) traffic
model, which describes the packets arrival efficiently in terms of accuracy and complexity [63].
It results in a set of devices, which can be active or silent at a time. As shown in Figure 11,
active devices can be found in data or alarms states according to an unknown event.

Location of The Machines
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Figure 11: A set of devices, which can be active or silent. Active devices can be in either data
or alarm state.

5.1 Device Classification via Support Vector Machines

Our classification problem is considered as a typical binary classification problem. Binary
classification is a type of supervised learning, where a model is developed to classify some
candidates among two classes. First step in device classification is collecting an appropriate
dataset with desired features and labels, that reflects different scenarios of the application for
a period of time. Features are the input data that the classifier should take into consideration
and learn their pattern and how they are related to their corresponding labels. In MTDs
classification, features are position coordinates of the devices, while labels are the data or
alarm classes. Usually, binary classification problems are considered as finding the best decision
boundary that separates the classes correctly. The optimum decision boundary can be found
using SVM algorithm. Define training points 7' = (Z;, z;), where Z; are the features, and
z; are the labels (—1,1). Then, define the decision hyperplane as b and a normal vector
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perpendicular to the hyperplane. Finally, define a point & to be on the hyperplane, so that:
w'E = —b. (16)

The SVM aims to maximize the width between the nearest features from one class to the
other (support vectors of each class) [64]. Fortunately, this optimization problem is convex,
which can be solved using Lagrange multiplier theorem with any quadratic programming to
find the solution:

1
L= gl =3 a4 )~ 1], (17)
where «; is the Lagrange multiplier. Classify class 1 if:
> aiydd+ b < 0. (18)

By inserting features (device coordinates) and labels (class 1 or class 2) into the classifier, we
find the optimal boundary between the two classes. However, this classifier is only applicable
to feature points that are linearly separable. The CMMPP classes are non-linearly separable.
Thus, to avoid this problem we use transformation kernels (¢) to map the feature points into
higher dimensions, where they can be linearly separable:

¢: 7 — (). (19)

The radial basis function (RBF) maps the data into an infinite dimensional Hilbert space [64].
It is very simple and fast to remap feature points using such kernel transformations; here, we
employ the Gaussian RBF kernel given as:

f—a')?
K(Z, 2" = e : (20)

where 7 and 2’ are two features. The RBF SVM can not only extract the pattern of devices
efficiently, but also classify them according to their priorities.

5.2 Performance Evaluation Metrics

There are many appropriate evaluation metrics, which are suitable for skewed data appli-
cations (rare alarms) such as [65], [66]:

e The confusion matrix is the most important evaluation method, which illustrates the
number of correct and wrong classifications in each class.

e The classification accuracy describes the overall performance of the classifier.

e The precision (P) and recall (R). The former describes the ratio of true predicted
samples for each class to the total predicted samples of that class, while the later
describes the ratio of true predicted samples for each class to the total actual samples
of that class.

e The fl-score (f1s) combines the P and R measurements via harmonic mean, resulting
in a percentage near to the minimum between them.

2RP

fls = Rip (21)
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5.3 Simulation Results

We initially collect the training set by running multiple CMMPP and M-CMMPP (multiple
background events) simulations with uniformly distributed epicenters, variances, and intervals
of background processes. Then, we pre-process the data by balancing, normalizing and then
removing redundancies to ease the training phase and extract the correct features. Afterwards,
we compare different classification algorithms to a new CMMPP/M-CMMPP model as shown
in Table 1. We observe that a polynomial kernel (degree = 6) SVM provides good performance
in CMMPP case, but fails in the network congestion case. An artificial neural network (ANN)
architecture with 4 hidden layers (16, 32, 8, and 4 neurons) works very well in both cases in
terms of data and alarm classification, where it introduced the lowest errors (only 12 alarm
errors in case of CMMPP and 2 alarm errors in case of M-CMMPP) in classifying alarms
compared to all classifiers. However, it has relatively large number of errors classifying data
devices.

The radial basis function SVM, decision trees (DT), and random forests (RF) produce
better results than ANN in classifying data devices and almost similar results as ANN in
classifying alarm devices. The radial basis function SVM is the simplest algorithm among
them and works extremely fast. It produces a recall of 0.87 and 0.88 for data and alarm
classification, respectively in case of CMMPP traffic and a recall of 0.96 and 0.97 for data
and alarm classification in case of M-CMMPP traffic. These small number of errors reflect
the strength of the rbf SVM classifier and introduces low amount of errors will prioritizing the
devices. Hence, rbf SVM is the best algorithm in terms of accuracy and complexity to classify
the loT devices.
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Table 1: Confusion matrix, accuracy, precision, recall and fl-score for CMMPP device classifi-
cation (support: 544 data and 113 alarm) and M-CMMPP device classification (support: 539
data and 153 alarm).

Algorithm | Conf. Mat. | Acc. | P&R fl1—Se.
354 190 098 065 | 0.78
Poly. SYM' 27" 106 | 99| 036 094 | 0.52
474 70 097 0.87 | 0.92
RBFESVM |1, g9 | 987 | 050 0.88 | 0.70
o 462 82 097 085 | 091
[a
= | ANN 12 101 | %% | 055 089 | 068
S| ot 478 66 | o g, | 097 0.88 | 092
17 96 ©0 1059 085 | 0.70
473 71 097 087 | 092
RF 15 o |98 | 058 087 | 070
539 0 0.78 1.00 | 0.88
Poly. SVM| 153 ¢ 0-85 1 )00 0.00 | 0.00
518 21 099 0.96 | 097
N RBESVM 17 148 | 997 | 088 0.97 | 0.92
o 436 53 1.00 090 | 0.95
= | ANN > 151 | %% | 074 100 | 085
t 518 21 0.98 0.96 | 0.97
=| DT g 145 | %% 087 0095|001
517 22 099 0.96 | 097
RF 6 147 | 9% | 087 096 | 0.91
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6 Machine Learning Limitations for Data Imputation in
an Industrial Environment

Our approach to fault detection in an industrial environment combines data imputation
techniques and a classifier to detect those faults. This allows us to build a system that
is robust enough to cope with sensor failures in a dynamic environment. The imputation
mechanism we investigate is based on the Generative Adversarial Networks framework, and
in particular on the work in [67]. We extend this approach to address both temporary and
persistent missing data and we evaluate its performance based on the impact on the anomaly
detection classifier rather than using the RMSE. This classifier is trained without missing
data using the Extended Tennessee Eastman dataset training files (https://dataverse.
harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/6C3JR1).

There are multiple factors that affect the quality of imputation. For example, the size of
the system (e.g., number of sensors) and the number of possible anomalies that should be
detected by the classifier affect the complexity of the generator, and hence, affect the required
training time and training dataset size. Additionally, the dynamical nature of the system (e.g.,
the mean changing over time) will require a more complex model to adjust to the fluctuations
over time. Therefore, we cannot build a generic model that fits multiple scenarios. Each
system has to be studied independently by collecting a "large enough” dataset that will allow
us to understand the correlation between multiple input variables for different scenarios.

Considering the above-mentioned properties and the fact that unexpected events can hap-
pen in an industrial setup (e.g., two machines crashing into each other, human intervention),
the main limitation for machine learning algorithms is the availability of training data and
the time needed to collect such a dataset. Therefore, the training process should be itera-
tive, which would allow us to improve the models over time. This, however, means that we
cannot really rely on the first iterations of the machine learning algorithm due to its limited
knowledge. Nevertheless, a way to circumvent this issue is to collect data from a simulated
industrial environment that mirrors the known behavior of the system. This approach allows
us to build a more reliable initial model, which still has to go through multiple iterations after
collecting real system data.

Additionally, some sensors might be more important for the classifier than others. For
example small reconstruction errors in some sensors might not affect the classifier, while for
other sensors they could have a large impact.
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7 Conclusion

In this deliverable, we have presented the most relevant fundamental limits identified in
different activities carried out during FIREMAN. In that respect, we have dealt with more
practical questions about network architecture and fundamental trade-offs (related to WP6),
indications of how QARMA can be used as a tool for the fundamental limits of explainability
(WP5) and fundamental questions about data imputation considering wireless transmissions
(WP3) and data fusion in industrial settings (WP4). These results were obtained to theoreti-
cally support such activities and provide a better understanding of the limitations of FIREMAN,
which will guide the practical deployments in WP6.
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